
 

1 
 

SMU Classification: Restricted 

Research Statement 
 

Debin Gao 
School of Information Systems, Singapore Management University 

Email: dbgao@smu.edu.sg; Tel: (65) 6828-0969 
Last updated on Dec 25, 2023 

 

Overview 

 
As people rely more on computers (mobile and desktop), building and maintaining a secure 
computing environment becomes an important research topic. However, many computer 
programs remain vulnerable, and more advanced techniques for breaking into a computer or a 
network of computers have been discovered. Vulnerabilities may permit an attacker to inject 
attack code and cause the vulnerable machine to run the attacker's program. Automatically 
detecting the intrusions and analyzing the vulnerabilities and malware are critical in securing a 
computer system. 
 
My research centers on mobile security and malware analysis. The following points show an 
overview of my research areas while Figure 1 provides a graphical view with the main publications 
in each (and intersection of) research area(s). 
 

 Malware analysis 
o Return-oriented program: analyzing the capability of this latest and most powerful 

attacking technology, defending against it, and even taking advantage of it for 
benign applications 

o Binary difference analysis: a novel idea by focusing on (control-flow) graph 
similarity to detect polymorphism and metamorphism in malware 

 Mobile security: tracing the latest mobile platform architectures and the corresponding 
security and privacy they provide, with focus on attacking and defense techniques 

 Human factors in security and cloud security: a couple of focused areas of security closely 
related to human behavior (keystroke dynamics and coercion attacks) and cloud 

 Host-based intrusion detection 
o Gray-box systematic framework: a systematic framework that captures most 

existing technologies and allows exploring of new techniques 
o Using software diversity: a novel idea of using software diversity for security by 

making it next-to-impossible for attackers to compromise diverse systems at the 
same time 

 
I consider these research areas closely related and interconnected. For example, intrusion 
detectors focus on mechanisms a defender could use to detect an intrusion to make it more 
difficult for malware to exploit, while malware analysis tries to understand what malicious 
programs do to better defend against them. 
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Figure 1: My research areas and selected publications 
 
Intrusion detection:  My contributions in the research of intrusion detection are mainly two-fold. 
First, we take a systematic view on host-based anomaly detection techniques and propose a 
unified framework [USENIX 2004].  This framework not only captures most existing host-based 
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intrusion detectors, but has become the framework under which new techniques are proposed.  
Execution graph [CCS 2004] is one of them and has a nice feature of conforming to the control-
flow graph of the program (static) while being built from dynamic training. 
 
Second, I’m one of the pioneers in proposing the use of software diversity for intrusion detection. 
We introduce a notion, behavioral distance, for evaluating the extent to which processes — 
potentially running different programs and executing on different platforms — behave similarly in 
response to a common input [RAID 2005]. This idea is further extended to improve its accuracy 
by using a customized Hidden-Markov Model [RAID 2006], and to improve efficiency by using 
virtual machines running on one physical computer [TDSC 2009]. 
 
The idea of using software diversity for improving security does not stop in the area of intrusion 
detection. We apply a similar idea to perform binary difference analysis for analyzing polymorphic 
malware [ICICS 2008, ICISC 2012]. We further extend the idea of software diversity to mobile 
platform to perform a comparison of privacy protection mechanisms on Android and iOS [NDSS 
2013-1, SKM 2014]. 
 
Malware analysis and defense:  Malware research is a big topic, and my research covers many 
sub-areas including unpackers, symbolic execution, distributed denial of service attacks, 
randomization, etc. Among them, two notable contributions are on return-oriented programming 
(ROP) and binary difference analysis. 
 
Polymorphic and metamorphic malware are among the most difficult ones to analyze. We propose 
a novel binary difference analysis tool, BinHunt, to find semantic differences between binary 
executables. BinHunt bases its analysis on the control flow of the programs using a novel graph 
isomorphism technique, symbolic execution, and theorem proving, making it resistant to most 
obfuscation techniques used in malware polymorphism and metamorphism [ICICS 2008]. 
BinHunt is further improved by analyzing inter-procedural control flow to combat function 
obfuscations [ICISC 2012]. 
 
Return-oriented Programming is one of the latest and most powerful attacking techniques used 
by malware writers. My research touches on both its attacking capability and its defending 
mechanisms. On the attacking side, we analyze the capability of ROP, and find that it could be 
made packed, printable, and polymorphic [RAID 2011]. On the defense side, we propose an 
automatic system to remove ROP from any malicious program so that the large body of existing 
software analysis tools can be used to analyze ROP-based malware [ACSAC 2011]. 
 
Since its introduction, ROP has always been regarded as an attacking technique. We work on a 
number of projects to use ROP for security applications other than malicious attacks. For 
example, we propose a novel idea of using ROP for software obfuscation, which is the first step 
in dragging ROP away from the “dark side” to perform legitimate tasks [CODASPY 2014-1]. 
Following along the same direction, we also propose using ROP for software watermarking 
[AsiaCCS 2015]. 
 
Besides the two themes of binary difference analysis and Return-Oriented Programming, we work 
on a variety of topics related to malware analysis and defense. Representative work include those 
for Control-Flow Integrity [AsiaCCS 2019-2, S&P 2021, CODASPYA 2022, CCS 2023], software 
obfuscations [TIFS 2016], graphics interrupts serving as side channels [TDSC 2021-3], and code 
virtualization obfuscations [NDSS 2022]. 
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Mobile security: My research into mobile security has substantial overlapping with that in malware 
analysis and defense. For example, we apply the binary differencing idea in malware analysis to 
analyze security and privacy models in Android and iOS [NDSS 2013-1, SKM 2014], and analyze 
a number of malicious behaviors in Android applications, including general bytecode search [DSN 
2021], open ports [NDSS 2019], re-packaging mechanisms [TDSC 2021-1, TDSC 2021-2], and 
in-app browsing interfaces [RAID 2021]. 
 
Besides these topics that are highly related to my malware analysis research on desktop 
environment, we also make significant contribution to other mobile platform security research.  
More specifically, we focus on security implications of the Android OS architecture. For example, 
we analyze the consistency between declared SDK versions of Android application and their 
actual API calling, and show potential security flaws that could make Android applications 
exploitable [EMSE 2021]. We analyze inter-component communications among Android 
applications, and propose a library-based solution to defend against component hijacking 
[CODASPY 2018]. We also systematically analyze vulnerabilities on the Android OS [AsiaCCS 
2019-1]. 
 
As one of the latest research efforts in mobile security, we recently investigated the possibility of 
monitoring Android application’s execution on non-rooted devices used by the general public.  We 
modify the Android AOSP or utilize side channel information on Android OS while deploying our 
monitoring apps on Google Play to crowd source usage information from many real-world users 
[USENIX ATC 2018, NDSS 2019, IWQOS 2019, TII 2020, ICSE 2022, HotMobile 2023, ASE 
2023]. Results have enabled us to perform accurate per-app networking measurement as well as 
identifying unknown open port vulnerabilities in many Android applications. 
 
 

Research Strategies  

 
Cross-area solution to research problems: With appropriate customization and modification, some 
technique initially proposed in one area might be useful in another, sometimes even providing 
surprisingly significant benefits. My first success of doing this was when designing host-based 
intrusion detection systems, in which we apply the concept of human immune system of which 
the main mechanism is to distinguish self cells (cells of the human body) from non-self cells 
(dangerous foreign cells). Inspired by the human immune system, we design host-based intrusion 
detection systems as an anomaly detector to distinguish system calls generated normally (not 
under attack) and system calls generated abnormally (under intrusion) [USENIX 2004, CCS 
2004]. 
 
My next successful applications of this concept were in proposing a solution to behavioral distance 
[RAID 2005, RAID 2006], where the two solutions we propose were originating from evolutionary 
distance, a technique initially proposed in biology to process DNA sequences, and Hidden Markov 
Model, a mathematical model widely used in speech recognition. Again, these (modified and 
customized) techniques work surprisingly well in a difficult problem in computer security in 
comparing system call sequences generated from different operating systems. 
 
A successful application of this strategy typically requires one to think “out-of-the-box” and careful 
customization and modification to existing techniques. Having benefited from this research 
strategy, I continue applying it in other difficult problems.  For example, 
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 DDoS attacks: we use a customized randomness check test suite initially designed to test 
random and pseudorandom number generators to distinguish flash events and distributed 
denial of service attacks [ISC 2008]; 

 Binary analysis: we use a modified version of the Collatz conjecture (an unsolved 
mathematical conjecture) to combat symbolic execution [ESORICS 2011] and Android 
application re-packaging [TDSC 2021-2]; 

 Malware analysis: we use stochastic gaming theories to actively analyze malware 
[AAMAS 2012]; 

 Control-Flow Integrity: we investigate the usage of a relatively old idea of dynamic code 
optimization to improve the efficiency of the recently proposed security mechanism of 
enforcing Control Flow Integrity, and obtain some encouraging results [ISC 2016]; 

 Telephony scamming: we apply the idea of HoneyPot to automatic gathering of telephony 
scamming activities [AsiaCCS 2016]. 

 
Human factors:  Human is usually the weakest link in evaluating the security of a system. In view 
of this, there have been significantly more and more exploits in recent years targeting this weakest 
link, e.g., phishing attacks. I believe that research involving human factors will receive more 
attention in the near future. 
 
One important and interesting topic I work on is keystroke dynamics as an authentication method. 
Through a large-scale user study, we show that a person could imitate another by incremental 
adjustment of typing patterns [NDSS 2013-2]. We demonstrate that keystroke dynamics is not a 
good authentication method for many people. The paper was praised for a well-designed user 
study and careful analysis of results, and received the best paper award of NDSS 2013. We 
subsequently show that personal keystroke dynamic information could leak in everyday browsing 
activities [ACNS 2013-2], and some practical limitations in using keystroke dynamics [CODASPY 
2014-2]. 
 
Another interesting project about human factors is on coercion attacks and coercion resistant 
techniques. Most existing key generation and authentication mechanisms are vulnerable to 
coercion attacks in which a person is forcefully asked to reveal or generate the key to gain access 
to a system or to decrypt a file. It is a very hard problem by itself, and one can imagine it is even 
harder to conduct user studies involving coercions without “crossing the line”.  We are the first to 
propose and evaluate (through a user study) a coercion resistant key generation algorithm 
[USENIX 2010] using skin conductance. We further extend our technique in more general settings 
of authentication responsibility shifting by using coercion resistant techniques [ASIACCS 2012]. 
 
“Crazy” ideas:  Calling these ideas crazy might be an exaggerated claim, but I make myself ready 
in working on very hard problems, in trying out ideas that are controversy, and am willing to make 
multiple attempts in promoting the idea before acceptance. 
 
The project on coercion attacks is one example of hard problems.  It is a hard problem because 
a coercion resistant system needs to remove the capability of generating the correct key from the 
legitimate user when he/she is coerced. We also had relatively low confidence in the 
successfulness of using skin conductance to detect coercion before carrying out the user study. 
Nevertheless, as a researcher, I think one should accept such uncertainty and be ready to try new 
and “crazy” things out. Results turned out to be good and our paper is accepted by one of the 
best security conferences [USENIX 2010]. 
 



 

6 
 

SMU Classification: Restricted 

We also work on a controversy idea of dragging return-oriented programming (ROP) from the 
“dark side” and use it for legitimate purposes or even to improve security of a system.  ROP has 
always been regarded as an attacking technique since its introduction. It interprets machine 
instructions at an unintended offset to obtain unintended instructions to be executed.  We argue 
that a software developer could intentionally transform the execution of part of the program to 
ROP execution for obfuscation purposes or even to make the program more difficult to exploit. 
Although we demonstrate our idea with an automatic tool to embed ROP into an executable and 
the applications of the tool on a number of programs, responses from reviewers were quite 
controversy in that some find it innovative and novel while others consider it impractical. It took 
three major revisions and resubmissions before it was finally accepted [CODASPY 2014-1]. 
Again, I find the risk worth taking and the process fun and enjoyable.  The good news is that this 
idea is receiving more positive feedback after our first publication. For example, our follow-up 
work on using ROP for software watermarking was recently accepted by AsiaCCS 2015 [AsiaCCS 
2015]. 
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