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Research Grants

Singapore Management University

National Satellite of Excellence in Mobile Systems Security and Cloud Security, National Cybersecurity



R&D (NCR) Programme, National Research Foundation (NRF), PI (Project Level): Robert H DENG, Co-PI
(Project Level): Debin GAO, PANG Hwee Hwa, DING Xuhua, LI Yingjiu, 2019, $$7,498,320

A Novel Hybrid Kernel Symbolic Execution Framework For Malware Analysis, NSoE TSS Grant Call,
National Satellite of Excellence - Trustworthy Software Systems , PI (Project Level): DING Xuhua, Co-PI
(Project Level): JIANG Lingxiao, 2019, S$715,000

A system framework for reliable and dependable incident response on mobile devices, NSoE MSS-CS
Research Programme, National Satellite of Excellence - Mobile Systems Security and Cloud Security , PI
(Project Level): DING Xuhua , Co-PI (Project Level): Debin GAO, 2019, S$1,201,607

AutoPrivacyModel: Automated Feature Modelling for Identifying Illegitimate Uses of Privac?/-Sensitive
Data in Mobile Applications, NSoE MSS-CS Research Programme, National Satellite of Excellence - Mobile
Systems Security and Cloud Security , PI (Project Level): JIANG Lingxiao, Co-PI (Project Level): David LO,
SHAR Lwin Khin, DING Xuhua, Debin GAO, 2019, S$700,403

Advanced defense techniques for mobile systems and future networks, Huawei Technologies co. Ltd , PI
(Project Level): Robert H DENG, Co-PI (Project Level): Debin GAO, DING Xuhua, LI Yingjiu, 2015

Secure Mobile Centre - Technologies and Solutions for Securing Mobile Computing, National
Cybersecurity R&D (NCR) Programme, National Research Foundation (NRF), PI (Programme Level):
Robert H DENG, PI (Project Level): DING Xuhua, Debin GAO, JIANG Lingxiao, LI Yingjiu, David LO, PANG
Hwee Hwa, 2014, S$6,415,200

Mobile Platform Security Based on Virtualization, Huawei Technologies co. Ltd , PI (Project Level): DING
Xuhua, 2013, S$143,780

The Protection of I/0 Flows Between Peripheral Devices and Applications, Ministry of Defence (MINDEF),
PI (Project Level): DING Xuhua, 2011, S$145,782

Techniques and Systems for Securing Scalable Multimedia Content Dissemination, Public Sector Research
Funding (PSF), Agency for Science, Technology and Research (A*STAR), PI (Project Level): Robert H DENG,
Co-PI (Project Level): DING Xuhua, 2010, S$605,376

A Study on System Call Security and Extensible Secure Execution Environment, SMU Internal Grant,
Ministry of Education (MOE) Tier 1, PI (Project Level): DING Xuhua, 2014, $$20,289.67

Trapdoor Circuit and Its Application on Multiuser Computation, SMU Internal Grant, Ministry of Education
(MOE) Tier 1, PI (Project Level): DING Xuhua, 2013, S$19,651

A Study on Software Root of Trust Using Virtualization Techniques, SMU Internal Grant, Ministry of
Education (MOE) Tier 1, PI (Project Level): DING Xuhua, 2012, S$18,751.11

SESUM: A Secure Email System Using a Mediator, SMU Internal Grant, Ministry of Education (MOE) Tier 1,
PI (Project Level): DING Xuhua, 2004, S$40,000

TEACHING

Courses Taught

Singapore Management University

Undergraduate Programmes :
Computational Thinking
Foundations of Cybersecurity

Network Security



Postgraduate Professional Programmes :

Capstone Project - Cybersecurity

Postgraduate Research Programmes :
Empirical Research Project 1
Empirical Research Project 2
Empirical Research Project 3

Empirical Research Project 4

THESES AND DISSERTATIONS

Theses and Dissertations Supervised

Singapore Management University

Supervisor, "Secure Enforcement Of Isolation Policy On Multicore Platforms With Virtualization
Techniques", Dissertation by ZHAO SIQI, PhD in Information Systems, Singapore Management University,
2018

Theses and Dissertations Assessed

Singapore Management University

Committee Member, "Techniques for Identifying Mobile Platform Vulnerabilities and Detecting
Policy-violating Applications”, Dissertation by SU MON KYWE, PhD in Information Systems, Singapore
Management University, 2017

Committee Member, "Towards Secure Online Distribution of Multimedia Codestream"”, Dissertation by LO
SWEE WON, PhD in Information Systems, Singapore Management University, 2016

Committee Member, "Online Social Network Based Information Disclosure Analysis", Dissertation by LI
YAN, PhD in Information Systems, Singapore Management University, 2014

Committee Member, "Security and Privacy in RFID-Enabled Supply Chains", Dissertation by CAI
SHAOQYING, PhD in Information Systems, Singapore Management University, 2014

Committee Member, "Virtualization-Based System Hardening Against Untrusted Kernels", Dissertation by
CHENG YUEQIANG, PhD in Information Systems, Singapore Management University, 2014

Committee Member, "A Study of the Imitation, Collection and Usability Issues of Keystroke Biometrics",
Dissertation by TEY CHEE MENG, PhD in Information Systems, Singapore Management University, 2013

Co Supervisor, "Exploiting Human Factors in User Authentication", Dissertation by GUPTA PAYAS, PhD in
Information Systems, Singapore Management University, 2013



