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Headline: Can fake news law counter Al challenge?

Can fake news law

: about by the dissemination of online
: falsehoods —an old phenomenon

: thathasbeen repackaged in thisage
: ofsocial networks and artificial

: intelligence (Al).Singaporeis,and

: willbe, far from immune from the

: possibility of online falsehoods

: spreadingand sowing discord,

: distrustand confusion.
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— : Amongthevarious debates
: surrounding Pofma, one
: oft-forgottenaspectinthe

But questions arise: Where does

Pofmastandinrelationto therise of :
: Al,andisit sufficiently equipped?

CHALLENGE OF DEEPFAKES

AND THE LIKE

Noone disputes that online
falsehoods are a scourge on
modern society. Since 2016, when
“post-truth” was dubbed the word
of the year, disinformation - the
spreading of false information with
intent - and misinformation - the
spreading of false information
without intent - have captured
everyone’s attention.

Countries from Gt

: regulation of this difficult areais
¢ theimpact of technology in the
: contextof Aland the digital age.

: manipulation of texts, voices,

: picturesand videos is rapidly

: improving, and the pace of such

: growthisunlikely to slow down in
: theimmediate future.

path for image and voice
toIndia : i i

The technology for the

With Alincreasingly easing the

to Australia have all either passed or
tabled legislation meant to combat
the harms brought by both of these.
These countries include

Singapore. Last month, Parliament
passed the Protection from Online
Falsehoodsand Manipulation Bill
afteramarathon debate over two
days. The Protection from Online
Falsehoods and Mani ion Act

i oflegaland ethical conundrums
: arising from even more

¢ soon be more widely available.
¢ Theseinclude, for example,
Al-generated texts, aswellas

and the generation of
fake videos - “deepfakes” - and
images, we will soon have to
grapple withanincreasing number

hat will

(Pofma) joins these efforts to
address the challenges brought

precisionand finesse. Just recently,
: there have been deepfakes of Mona

made with greater

Lisa talking and of Facebook
: founder Mark Zuckerberg.

In the United States last week, a

: faked LinkedIn profile thatused a

: generative adversarial

: network-generated photo - that s,
¢ itwas created with the help of Al -
: was exposed withalleged

i connections to state espionage.

Already, the world is struggling
witha cascade of information.

- Every minute, 400 videos are
: uploaded onto YouTube, 500,000

Lok

re posted on F:

: 450,000 new tweets are added on
: Twitter,and 47,000 new posts
: appearon Instagram.

Al can change the rules of this

: game entirely. Withit, one could

: easily create large volumes of

i articles called “neural fake news”,

i cloak oneselfunder a convincingly
: fake persona, and disseminate

: thesearound the Internet at

i unprecedented speeds through

i fakeaccountsandbots.

There are currently

i developmentsalong the lines of

: “fighting fire with fire”: building Al
: models to sniff out synthetic

: photos, texts and videos.

Forexample, researchersare

: currently developing tools to
: combat deepfakesahead of the

2020 US election by analysing
speech patterns, head movements

: and facial expressions of the

: current primary candidates. While
: promising, many of these models

: arein their early stages of

: development. They could be some
: yearsaway froman effective

counter Al challenge?

Therrise of deepfakes shows
how Al is agame changer.

The Protection from Online
Falsehoods and Manipulation
Act is a starting point to fight it.
But there are other tools, too.

i technological solution.

Is Pofma therefore sufficiently

i equipped to handle volumes of

: information, the speed at which

: information travels over the Web
: andthe speed at which Alis

i developing?

: SOME SUGGESTIONS

i Inthisregard, Pofmais chasinga

i movingtarget, constrained by

¢ currentunderstanding of how and
: why disinformationand

: misinformation spread.

For example, a correction

: not compromised,and that Pofma

iswell equipped to combat the
scourge of online falsehoods. This
simperative in the regulation of a
constantly evolving piece of
echnology. If Pofma’s weaponry is
found to be insufficient to cope
with the technological advances

aims and purposes, thenit ought to
be toned down.

Inthisregard, we further suggest
hata select committee can similarly
be convened for the purpose of such
review, allowing various interest
groups and stakeholders to make
representations.

: MUTUALTRUST AND VERIFICATION
i Alispoised to challenge

: informationlandscapes. But the

: problemis not intractable.

Rather than give in to fears or

¢ worst-case scenarios, we should

: not forget that these tools are - for
: now - still simply tools. Regulation
: cannotbe our first line of defence.

i But Pofmaalso helpfullylays out

: stakeholders who canrise to the

: challenge of online falsehoods.

Medialiteracy efforts can be
" d tocultivate adi i

direction or evenadi:

: direction willdo little to stem the
i sharingofascreenshot ofatext

: post,shared asan image rather

: thanatextfile, spread online

¢ through multiple uploadsona

! varietyof social media platforms.

First, in the upcoming subsidiary

: legislation, we suggest

: implementing procedural

i measuresto enable the targeting of
: Al-generated falsehoods efficiently :
: and effectively. For example,

: provisions should be made to allow
i forthe speedy identificationand

: determination of online falsehoods
i generated and/or propagated by Al
: andalso for effective service of any
i accountrestriction directions.

Second, we suggest provisions be

made that would require the

: public. Internet intermedi: o
: develop their own tools to identify
: fake newsand accounts. Digital

¢ advertisingintermediaries can

: revealifadsare beingbought by

: political campaigns.

Pofmais best viewed as a starting

: pointthat compels us to expect
: more of ourselvesand the society in
: whichwelive.

Aswe move ahead, itis not just

i ministerial wielding of Pofma that
: should be debated, but also efforts
¢ tobuild trust among ourselves.

Afterall, anounce of prevention is

i alwaysworthapound of cure.

There iswork for all here: The

: responsibility to confront fake
: news, as the Pofma debates remind
¢ us,issocietal.

provided to be reviewed

: every24 months. Regularand

: constant calibration of Pofma’s

: weaponry is essential for aright

: balancetobe struck between

: ensuring fundamentalrights are
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